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Lock-free Programming

e Fine-grained concurrency achieved by following some protocol

1. Read a shared value (speculation)
2. Perform some local computation

3. If the speculation is still valid, make the local value global (publication)

e Requires atomic operations, e.g. CAS (compare-and-swap)

def CAS(x.f, y, z) : bool {

if (x.f ==y) { .
<. f = 7 } Performed atomically
return true;

} else

return false;



Example: A Lock-free Stack [Treiber]

struct Stack { struct Node {
var top : Node; var elem : T;
} val next : Node;

— — }

—
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Example: A Lock-free Stack [Treiber]

def pop(s : Stack) : T {
while(true) {
val oldTop = s.top;
if (CAS(s.top, oldTop, oldTop.next))
return oldTop.elem;
]

}
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Example: A Lock-free Stack [Treiber]
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Example: A Lock-free Queue [Michael & Scott]

struct Queue { struct Node {
var first : Node; var elem : T;
var last : Node var next : Node;
i ]
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Example: A Lock-free Queue [Michael & Scott]

def enqueue(q : Queue, x : Elem) : void {
val n = new Node(x);
val done = false;
while(not done) {
val oldlLast = g.last;
done = CAS(oldLast.next, null, n);
g.last = oldlLast.next;

}
}

| =20
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Example: A Lock-free Queue [Michael & Scott]

def enqueue(q : Queue, x : Elem) : void {
val n = new Node(x);
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Example: A Lock-free Queue [Michael & Scott]

def enqueue(q : Queue, x : Elem) : void {
val n = new Node(x);
val done = false;
while(not done) {
val oldlLast = g.last;

. done = CAS(oldLast.next, null, n);
“x\ oldLast : g.last = oldlLast.next;

: }




Finding Patterns in Lock-free Programming

» Speculation def enqueue(q : Queue, x : Elem) : void {
val n = new Node(x);

e Publication val done = false;
while(not done) {

e Acquisition val oldlLast = g.last;

done = CAS(oldLast.next, null, n);:
g.last = oldlLast.next;

def dequeue(q : Queue) : T { }
]
L I .
def pop(s : Stack) : T { def push(s : Stack, x : T) : void {
while(true) { -
val oldTop = s.top; }

if (CAS(s.top, oldTop, oldTop.next)) -
return oldTop.elem;
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Finding Patterns in Lock-free Programming

e Speculation def enqueue(q : Queue, x : Elem) : void {
val n = new Node(x);

e Publication val done = false;
while(not done) {

e Acquisition val oldlLast = g.last;

done = CAS(oldLast.next, null, n);

q.last = oldlast.next;
def dequeue(q : Queue) : T { } :
- ] Field "last’ is subject to races and
] must be written to with a CAS.

T —

def pop(s : Stack) : T {
while(true) {
val oldTop = s.top;
if (CAS(s.top, oldTop, oldTop.next))
return oldTop.elem;




Why Types?

e Why not model checking, concurrent separation logic, etc.?
e Modularity: no need for inter-procedural analysis

e Language expressivity: allow concurrent data structures storing linear references
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Linear References for Ownership Transfer

e Alinear reference is the only reference to an object
e Prohibits shared access to objects
e Makes ownership explicit
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Linear References for Ownership Transfer

e Alinear reference is the only reference to an object
e Prohibits shared access to objects

e Makes ownership explicit

?(.

e A correct lock-free data-structure can guarantee exclusive ownership of an element

— Can we use linear references to capture this?
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Linear References and Lock-free Programming
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Relaxed Linear References

e Separate aliasing from ownership
- Unbounded aliasing, linear ownership

- Ownership can be atomically transferred between aliases
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CAT
Atomic Ownership Transfer with-€AS

CAT(x.f, y, z)—"Transfer ownership of x.f toy and of zto x.f”
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Ownership Transfer in Action

def pop(s : Stack) : T {
while(true) {
val oldTop = s.top;
if (CAT(s.top, oldTop, oldTop.next))
return oldTop.elem;
}

}

] =°°°
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Ownership Transfer in Action

def pop(s : Stack) : T {
while(true) {

val oldTop = s.top;
if (CAT(s.top, oldTop, oldTop.next))

° return oldTop.elem;
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CAT
Atomic Ownership Transfer with-€GAS

CAT(x.f, y, z)—"Transfer ownership of x.f toy and of zto x.f”

Unlink from a chain of objects:
CAT(x.f, vy, y.g)—"Transfer ownership of x.f toy and of y.gto x. f”
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CAT
Atomic Ownership Transfer with-€GAS

CAT(x.f, y, z)—"Transfer ownership of x.f toy and of zto x.f”

Unlink from a chain of objects:
CAT(x.f, vy, y.g)— "Transfer ownership of x.ftoyandofy.gtox.f”

Link into a chain of objects:
CAT(x.f, y.g, y)—"Transfer ownership of x.ftoy.gand of y to x. £”

o e

23



CAT
Atomic Ownership Transfer with-CAS-

= CAT(x.f, y, z)—"Transfer ownership of x.f toy and of zto x.f”

/~ Unlink from a chain of objects:
CAT(x.f, vy, y.g) — "Transfer ownership of x.f toy and of y.gto x.f”

Link into a chain of objects:
CAT(x.f, y.g, y)—"Transfer ownership of x.ftoy.gandofytox.f”

Three kinds of CATs
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Linear Ownership with Lock-free CAT




LOLCAT

(el




Ownership in LOLCAT

o References do not own objects, but rather the (mutable) fields of the objects

struct Node {
var elem : T; References which own

val next : Node; the var field elem

]
Contended field
\tOp

struct Stack {
spec top : Node;

~$mext

Stack

A
] elem
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Ownership Tracked using Flow-sensitive Types

def pop(s : Stack) : T {
while(true) {
val oldTop = s.top;
if (CAT(s.top, oldTop, oldTop.next))
return oldTop.elem;

}
}

bbb
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Ownership Tracked using Flow-sensitive Types

def pop(s : Stack) : T {
while(true) {

sl a1l 0ldTop = s.top; INECCHREICy

if (CAT(s.top, oldTop, oldTop.next))
return oldlop.elem;

Node | elem

- = N
- ...
-
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Restricted References

o Areference of type Node can access the full node

struct Node {
var elem : T;
val next : Node;

}
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Restricted References

o Areference of type Node can access the full node

e Areference of type Node | elem cannot access the var field elem

struct Node {
var elem : T;
val next : Node;

}

n : Node n:Node | elem
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Restricted References

o Areference of type Node can access the full node

e Areference of type Node | elem cannot access the var field elem

o Areference of type Node ~ next can access the var field elem, but

has a val field next without ownership
Main invariant:

struct Node { For all aliases of a Node, at most
var elem : T; one alias has ownership of
val next : Node; the var field elem

}

n :Node ~ next n:Node | elem
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A Lock-free Stack

struct Node { struct Stack {
var elem : T; var top : Node;
val next : Node; }
] def push(s : Stack, x : T) : void {
val newTop = new Node(x);
def pop(s : Stack) : T { newTop.next = s.top;
while(true) { while(true) {
val oldTop = s.top; if (CAS(s.top, newTop.next, newTop))
if (CAS(s.top, oldTop, oldTop.next)) return;
return oldTop.elem; newlop.next = s.top;
} }
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A Lock-free Stack in LOLCAT

struct Node { struct Stack {
var elem : T; spec top : Node;
val next : Node; }
] def push(s : Stack, x : T) : void {
val newTop = new Node(x);
def pop(s : Stack) : T { newTop.next = s.top;
while(true) { while(true) {
val oldTop = s.top; if (CAT(s.top, newTop.next, newTop))
if (CAT(s.top, oldTop, oldTop.next)) return;
return oldTop.elem; newlop.next = s.top;
} }
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A Lock-free Stack in LOLCAT (more explicit)

struct Node { struct Stack {
var elem : T; spec top : Node;
val next : Node; }
] def push(s : Stack, x : T) : void {
val newTop = new Node(consume x);
def pop(s : Stack) : T { newTop.next = speculate s.top;
while(true) { while(true) {
val oldTop = speculate s.top; if (CAT(s.top, newTop.next, newTop))
if (CAT(s.top, oldTop, oldTop.next)) return;
return consume oldlop.elem; newTop.next = speculate s.top;
] ]
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Also in the Paper

e LOLCAT formalized and proven sound
— Linear ownership: at most one alias may access the var fields of an object
e Three fundamental lock-free data-structures

— Treiber Stack
— Michael—Scott Queue
— Tim Harris List ot

e Prototype implementation in Encore

— OO support



Not in the Paper

e Additional examples (implemented in Encore)

— Skip list [Fomitchev & Ruppert]
— BST [Ellen et al.]

— Lazy list-based set [Heller et al.]
— Spin-locks

e Type-Assisted Automatic Garbage Collection for Lock-Free Data Structures
[Yang & Wrigstad, ISMM’17]

— Pluggable concurrent garbage collector
— Relies on LOLCAT types to track when objects may be collected




Summary

e Relaxed linearity: unbounded aliasing with linear ownership

— Access to mutable (var) fields is always exclusive

— Compare-and-swap for atomic ownership transfer

— Controlled sharing of certain fields (val and spec)

— Guarantee absence of (uncontrolled) data-races in lock-free data structures

e LOLCAT provides meaningful types for common patterns in lock-free programming

— Speculation (Node | elem)

— Publication (CAT(x.f, vy, z))

— Acquisition (Node ~ next)

— Types inferred (modulo struct declarations)

e Prototype implementation in Encore

— Open source: try it yourself!

35



‘,J%, 6‘.

~EHVERITAS ] VEILI TAS o

http.//www.kristianstadik.se/www/wordpress/wp-content/uploads/2016/06/midsommar.jpg



Summary

e Relaxed linearity: unbounded aliasing with linear ownership

— Access to mutable (var) fields is always exclusive

— Compare-and-swap for atomic ownership transfer

— Controlled sharing of certain fields (val and spec)

— Guarantee absence of (uncontrolled) data-races in lock-free data structures

e LOLCAT provides meaningful types for common patterns in lock-free programming

— Speculation (Node | elem)

— Publication (CAT(x.f, vy, z))

— Acquisition (Node ~ next)

— Types inferred (modulo struct declarations)

e Prototype implementation in Encore

— Open source: try it yourself!




